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Introduction to DirectAccess
Windows® 7 DirectAccess is a solution for secure, seamless remote client connectivity. Unlike traditional remote access virtual private networks (VPNs), DirectAccess enables remote clients to have connectivity that is comparable to internal clients. IT Professionals can also use the DirectAccess solution to manage remote clients by using their existing internal management services. Finally, DirectAccess enables secure communication between remote clients.

This paper is written for IT architects, Systems Engineers, and other IT experts to:

· Describe the compatibility of DirectAccess with existing IT infrastructure, authentication systems, and applications.

· Provide an overview of the changes that are required to integrate DirectAccess into existing IT environments.

· Provide a succinct, but technical, explanation of the networking concepts that are used in DirectAccess to illustrate compatibility and integration issues.

Three Access Models for DirectAccess

DirectAccess uses IP version 6 (IPv6) and IP security (IPsec) to securely connect the DirectAccess client to internal resources and to other DirectAccess clients. IPv6-inside-IPv4 tunnels are used where necessary to communicate across IPv4-only networks.  If the Internet and intranets support native IPv6, IPv4 tunneling will be reduced. 
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[image: image4]Figure 1 provides a high-level overview of the connection models that are configurable between the DirectAccess client, the DirectAccess server, and any internal network resources that the DirectAccess client wants to access.

Figure 1 shows the DirectAccess server performing the role of an IPv6 tunnel gateway to ensure that DirectAccess clients can always get an IPv6 address (1). When the DirectAccess client connects remotely by using an IPv4-only Internet connection, an IPv6 tunnel is first established with the DirectAccess server by using IPv6 transition technologies: 6to4, Teredo, or a new TCP Secure Sockets Layer (SSL)–based tunnel method called IP-HTTPS. These methods enable the client to connect from behind IPv4 network address translators (NATs) and proxies. 

The DirectAccess server also functions as an IPv6-based IPsec security gateway, similar to a VPN server or VPN client access concentrator, to control access to the internal network (2). After the client has an IPv6 address, DirectAccess provides three IPsec-based access models:

· Full Intranet Access. Uses end-to-edge IPv6 IPsec tunnels and an IPv6-to-IPv4 protocol translation service.

· Selected Server Access. Uses IPsec for authentication-only with select internal hosts (host selection is an administratively defined process) that are capable of both IPv6 and IPsec.

· End-to-End Access. Uses IPsec encrypted connections to internal hosts.

There are two situations that require additional appliances or software that are not included with Windows 7 or Windows Server® 2008 R2: IPv6 translation to IPv4 (IPv6/IPv4DNS and IPv6/IPv4NAT, shown in Figure 1) and load balancing for the DA server (not shown). Customers may also need a third-party IPsec policy management system for non-Windows-based platforms if they want to use end-to-end IPv6 IPsec connections with those platforms.

Full Intranet Access

This model is called Full Intranet Access because DirectAccess provides access to all existing internal systems, without changes to any internal hosts or network devices. After obtaining an IPv6 address, the remote DirectAccess client establishes IPv6 IPsec tunnels with the DirectAccess server. The IPv6 client traffic is then translated by an IPv6/IPv4 protocol translation service to flow across the IPv4-only network.

The DirectAccess server configuration typically requires two different types of IPv6 IPsec tunnels to enforce two different access control policies. The “infrastructure tunnel” is an IPv6 IPsec tunnel for traffic to internal infrastructure servers and client management servers, such as internal Domain Name System (DNS) and domain controllers. Access to infrastructure servers is provided without the user being logged on to the desktop. Group Policy applied on the DirectAccess client forces the DNS client to use internal DNS to resolve internal DNS namespaces, such as any name with a .corp.example.com suffix. A second IPv6 IPsec tunnel, the “intranet tunnel,” provides access to the rest of the internal network. 
This model is used to access IPv4-only systems through a network address translator (IPv6/IPv4NAT) and to access IPv6 hosts that do not support IPsec. For simplicity, Figure 1 shows only one IPsec tunnel (blue) inside the IPv6 tunnel (pink).

Selected Server Access 

When internal network hosts are both IPv6-capable and IPsec-capable, you can use IPsec tunneling to the DirectAccess server and end-to-end IPsec to certain internal resources. The DirectAccess client traffic is fully encrypted, authenticated, and authorized by the DirectAccess server first by using the IPv6 IPsec tunnels. The internal hosts (for example, select servers) then authenticate and authorize the DirectAccess client by enforcing an IPsec policy for IPv6 access. This policy can require authentication only, or it can require both authentication and encryption. A Windows 7 DirectAccess client can use two methods for passing unencrypted IPsec traffic to enable deep packet inspection. One method is referred to as “IPsec authentication only,” which by default uses Encapsulating Security Payload (ESP) transport mode. You can support IPsec Authentication Header (AH) if required through a manual policy configuration.

The other method enables traffic to act like normal traffic, not secured inside IPsec. This method is new in Windows 7 and is called “IPsec authentication with null encapsulation.” Null encapsulation requires Authenticated IP (AuthIP—discussed later in this document) to negotiate, successfully authenticate, and establish IPsec. The first packets are sent in an ESP-encapsulated form to authorize the flow, followed by the rest of the packets with no ESP encapsulation. Null encapsulation is provided to support legacy inspection appliances that do not know how to inspect IPsec ESP-encapsulated or IPsec AH-encapsulated traffic and for traffic optimizers that must compress it to save transmission costs. 

End-to-End Access

You can configure the DirectAccess client to require IPsec transport mode connections with internal hosts that have IPv6 addresses and IPsec policy. The settings can allow the IPsec end-to-end encrypted connections to bypass the IPsec tunnels to the DirectAccess server. This increases scaling by moving the traffic encryption load to internal hosts. However, the DirectAccess client can be configured to go through the IPv6 IPsec tunnel with the DirectAccess server if your organization’s security policies require it.

VPNs and Remote Access

As a remote access solution, you can use DirectAccess as a replacement to your current VPN solution because it is the primary access technology of choice for domain-joined, remote Windows 7 clients. However, there are cases where a traditional client VPN tunnel may be necessary for remote access. For more information, see “Next Generation Remote Access with DirectAccess and VPNs.”
Additional IPv6 and DirectAccess Information

For introductions to IPv6 networking, first review “Enabling the Next Generation of Networking with End-to-End IPv6” and then review “DirectAccess Technical Overview for Windows 7 and Windows Server 2008 R2.”

Microsoft provides overview and detailed DirectAccess documentation for IT Professionals at http://www.microsoft.com/directaccess. Detailed design and deployment guidance is available in the “DirectAccess Infrastructure Planning and Design Guide” and the “DirectAccess Design Guide.”
Integrating the DirectAccess Client
This section reviews client-side Windows platform requirements for the DirectAccess client and discusses requirements for third-party software to be used over a DirectAccess connection.
Client Requirements

Currently, a DirectAccess client can only be a Windows 7 Ultimate or Windows 7 Enterprise client, or a Windows Server 2008 R2 Standard, Enterprise, or Datacenter server. DirectAccess is configured through Active Directory® Group Policy settings for the DNS client, the TCP/IP networking components, the IPsec service, and optionally, the Network Access Protection (NAP) health agent.

Other Windows 7 platform clients should continue to use the existing VPN solution for remote access to intranet resources. 

Third-Party Client Host Firewalls

If you use a third-party host firewall product on a DirectAccess client, it must not disable certain Windows® Firewall and IPsec capabilities. For a list of issues to consider when you choose a third-party client firewall to work with DirectAccess, please see “DirectAccess and Third-party Host Firewalls.” For a more thorough discussion of the topic, see “Enabling Third party Firewall DirectAccess Clients.”
Third-Party VPN Clients

Third-party VPN clients are supported on DirectAccess clients if the VPN client does not disable the Windows IPv6 and IPsec capabilities. The VPN client must support the recommendations in “Recommendations for Virtual Private Network Client Coexistence with the Internet Protocol Security Implementation in Microsoft Windows” and the guidelines for third-party host firewalls.

DirectAccess connectivity is available when the VPN client is not connected. When the VPN client is connected, connectivity might be affected by the fact that the DirectAccess client can use IPv6. You will want to confirm that the VPN gateway supports passing IPv6 inside IPv4 traffic over the VPN client tunnel. For a more detailed explanation, see “IPv6 Traffic over VPN Connections.”
Windows DNS Client Usage

Applications must use the Windows name resolution application programming interfaces (APIs) and the Windows DNS client service to resolve names of internal hosts. When a DirectAccess client is remote, it depends on the Windows DNS client service to apply a Name Resolution Policy Table (NRPT) to resolve internal host names. Remote DirectAccess clients cannot access internal hosts that are only accessible by using Windows Internet Name Service (WINS). Although most software uses the native Windows DNS client, some may not, such as the Nslookup.exe utility.

Client Software Support for IPv6

Application client software that uses DirectAccess to connect to internal hosts must be capable of using IPv6 as a source address. Likewise, services running on the DirectAccess client must be able to receive connections using the client IPv6 address to receive connections from internal hosts or other DirectAccess clients. Client software should be written to be IP-protocol version agnostic so that it will support and prefer IPv6 when available but still use IPv4 when IPv6 is not available.

If client software connects only to IPv4 servers on the Internet, it does not have to support IPv6. For example, Microsoft® Office Communications Server 2007 and its client do not currently support IPv6. Servers running Office Communications Server are generally configured to reside at the edge of the corporate network, with an external DNS name that resolves to publicly routable Internet IPv4 addresses. A remote DirectAccess client that has both an IPv4 address and an IPv6 address will use its Internet DNS servers to resolve the external DNS names for the servers running Office Communications Server. The Office Communications Server client will then use only its IPv4 source address to connect to the servers running Office Communications Server.

Integrating Identity Systems for DirectAccess

The DirectAccess server provides access controls based on the identities authenticated when establishing IPsec tunnels. When you use IPsec end-to-end transport mode, the internal host computer provides access control, based first on the IPsec authentication methods and then on the authentication and permissions used by upper-layer protocols and services. IPsec authentication can use passwords for the Windows domain computer and user accounts or digital certificates. You can store user certificates internally on the disk or on a smart card.

To negotiate settings and authenticate IPsec, Windows 7 and Windows Server 2008 R2 provide the Internet Key Exchange version 1 (IKEv1, RFC2409) and a Microsoft extension to IKEv1 called the AuthIP protocol (see “AuthIP in Windows Vista” and “[MS-AIPS]: Authenticated Internet Protocol Specification”). Windows 7 also supports IKEv2 (RFC4306) but only for the new “VPN Reconnect” feature used to establish a Windows VPN client connection. IKEv2 cannot be used for DirectAccess IPsec tunnels or IPsec transport mode connections.

DirectAccess is designed to use only AuthIP to establish IPsec tunnels with the DirectAccess server. AuthIP authentication is based on the specific identity within the computer that sends a packet. For example, packets that a system service sends will use only computer authentication. Packets that a user program sends, such as Windows® Internet Explorer®, will require computer authentication first and then user authentication.

If you use end-to-end IPv6 IPsec transport connections, the DirectAccess client uses AuthIP to establish IPsec with Windows Vista® and later platforms. The DirectAccess client uses IKEv1 to establish IPsec with non-Windows-based platforms.

Credentials to Access the DirectAccess Server

Certificates for AuthIP computer and user authentication are not required. When certificates are not used, the DirectAccess client may use domain computer and user password authentication in AuthIP. Computer certificates are required if the DirectAccess server needs to enforce client health.

Windows Server 2003 Enterprise or later can be used as a certificate server to provide certificates for DirectAccess clients and the DirectAccess server. Non-Windows certificate servers can be supported as long as the certificate enrollment results in certificates that are stored in the standard Windows computer and user certificate stores. Computer and user certificates must not require a personal identification number (PIN) to be used because AuthIP does not have access to the user’s desktop to prompt the user for a PIN. Smart cards are supported; for more details, see “User Smart Card and Two-Factor Authentication Compatibility” later in this paper. 

Credentials to Access Internal Resources

In the end-to-edge access model, internal hosts do not require IPsec with DirectAccess clients. IPsec is not supported for access through an IPv6/IPv4NAT to an IPv4-only system. Therefore, this model uses user credentials based on normal upper-layer protocol, service, and application-level access controls.

If IPv6 IPsec end-to-end transport connections are used to access internal hosts, the DirectAccess client host can use the same credentials that are used to establish tunnels with the DirectAccess server. IPsec policy on an internal host controls whether IPsec is required to access that host. For example, an internal Windows Vista host can require that the DirectAccess client computer has a trusted certificate, that the user has a smart card, and that the user is a member of the “DirectAccess users” domain security group, but only when accessing the Remote Desktop port from a remote (non-intranet) IPv6 source address. 
After IPsec is established, normal upper-layer protocol, service, and application-level access controls are still used. For more details about access policy by using IPsec, see the “Windows Firewall with Advanced Security Deployment Guide.”

The DirectAccess client automatically uses IKEv1 or AuthIP, depending on which type of internal system is contacted. AuthIP is used to authenticate to Windows Vista and later platforms. IKEv1 will use the DirectAccess client computer certificate to authenticate to non-Windows hosts. It is not necessary to create specific IPsec rules for each internal non-Windows host. However, internal non-Windows hosts must be capable of ignoring AuthIP requests. They should respond with IKEv1 and authenticate by using certificates.
User Smart Card and Two-Factor Authentication Compatibility

For stronger access controls, DirectAccess supports two methods of enforcing that users have a valid smart card. Only smart cards that provide a Kerberos-based domain login are supported for DirectAccess.

In the first method, DirectAccess uses a new form of smart card–based authentication for IPsec tunnels introduced in Windows Server 2008 R2. Using this method, the DirectAccess server allows tunnels to the infrastructure servers by using domain computer account credentials. Tunnels to the rest of the intranet are not allowed until users successfully perform a domain login by using their smart card. When you choose the “require smart cards” option during the DirectAccess server setup, AuthIP checks for the presence of a well-known security identifier (SID) in the Kerberos token used to authenticate the intranet tunnels. The SID corresponds to a new built-in domain security group called “NT AUTHORITY\This Organization Certificate.” This method is supported by existing Windows domains that meet DirectAccess requirements.

The second method for smart card–based IPsec access control uses a new feature of Windows Server 2008 R2 domains, which is called “Authentication Mechanism Assurance” (AMA). This feature requires the Windows domain to operate at a domain-functional level of Windows Server 2008 R2. The IPsec tunnel authorization policy for the DirectAccess server can be configured with an AMA security group that corresponds to a smart card domain login method. 
Internal Windows hosts can require a user smart card when they use IPsec end-to-end transport mode connections that use either AMA or “This Organization Certificate” security groups.

NOTE: Windows 7 has special support to allow the DirectAccess client users to log in to the desktop with their domain password when “smart card–edge enforced access” is required on the DirectAccess server. A standard Windows domain login prompt in the notification area will alert users to enter their smart card and PIN. The “DirectAccess Design Guide” has recommendations for how to grant exceptions to the smart card–required policy.

Integrating DirectAccess Server
The DirectAccess server is designed to be located on the boundary between the Internet and an internal network. This section summarizes the changes needed to place it in a perimeter network (also known as DMZ, demilitarized zone, and screened subnet) that has an Internet firewall and an internal firewall.
Internet Border Routers

No changes in configuration or software should be necessary on the border routers. A native IPv6 connection to the Internet is not required to deploy DirectAccess. Typically, you can adopt DirectAccess by requiring the clients to tunnel over IPv4 to the DirectAccess server. Thus, the border routers see this traffic as IPv4, and it will be destined to an IPv4 address within the public IPv4 range used in the perimeter network. If there are filters that the border routers have enforced, these filters will need to allow certain traffic to the IPv4 addresses of the DirectAccess servers, as discussed in “Network Firewall Configuration” later in this paper. DirectAccess can support native IPv6 Internet connections when they become available. By default, native IPv6 support on the Internet side is not enabled.

Perimeter Network

The DirectAccess server is designed to be installed in a perimeter network, between the intranet and the Internet. It is important to note that many of the services that are needed to deploy the DirectAccess solution (for example, domain controllers, management servers, and DNS) do not need to be replicated inside the perimeter network. The DirectAccess server can securely obtain access to these resources on the intranet.

Network Firewall Configuration

The DirectAccess server must be domain-joined so that it can be configured by using Group Policy, perform authentication of DirectAccess clients, and apply access controls by using domain-based security groups. As a domain member, the DirectAccess server will need full access to all internal domain controllers. The DirectAccess server must also use public IPv4 addresses for the Teredo Server/Relay and 6to4 Relay roles. Table 1 identifies the types of traffic that must be permitted through both Internet-facing and intranet-facing firewalls.

Table 1: DirectAccess Firewall Filtering Parameters
	
	Internet firewall
	Intranet firewall

	6to4 (IPv6 inside IPv4)
	IPv4 protocol 41
	(N/A)

	Teredo (IPv6 inside IPv4 UDP 3544)
	IPv4 UDP source port *, dest port 3544
	(N/A)

	IP-HTTPS (IPv6 inside IPv4 TCP 443)
	IPv4 TCP source port *, dest port 443
	(N/A)

	ISATAP (IPv6 inside IPv4)
	(N/A)
	IP Protocol 41

	Native IPv6 (IPsec and ICMPv6)
	IPv6 UDP source *, dest 500 (IKEv1, AuthIP)

IPv6 protocol 50 (IPsec ESP transport mode)

ICMPv6 types
	Upper-layer protocol traffic, or IPsec:
UDP source *, dest 500 (IKEv1, AuthIP);
IPv6 protocol 50 (IPsec ESP)
ICMPv6 types


The DirectAccess server provides filtering to restrict inbound traffic to ICMPv6 and IPv6 IPsec-based traffic and provides IPsec-aware denial-of-service flood protection. You can restrict traffic that is not authenticated to use only a portion of the available bandwidth. Authenticated DirectAccess clients are allowed to use full bandwidth. Existing router access control lists (ACLs) and firewall rules provide packet filtering for the IPv4 traffic shown in Table 1. An IPv6-capable firewall may not be needed if the DirectAccess server does not use native IPv6 addressing; traffic on either side will be IPv4. However, check the inspection requirements of the internal firewall for traffic that is already authenticated. When DirectAccess client traffic is tunneled to the DirectAccess server, the internal firewall will see the application-layer traffic coming from only authenticated DirectAccess client computers and users. If inspection is still required, traffic can be inspected as native IPv6 traffic prior to the IPv6/IPv4NAT or as IPv4 traffic after the IPv6/IPv4NAT.

Access to Existing Resources
DirectAccess is designed to work best when internal resources have IPv6 connectivity. IPv6 adoption has progressed at different rates around the globe and is still uncommon in enterprise networks. In instances where IPv6 transport is not available, translation to IPv4 will be required. Figure 2 shows the three options for providing access to existing internal resources:

· An IPv6/IPv4 network address translation service (IPv6/IPv4NAT) and an IPv6/IPv4 DNS translation service (IPv6/IPv4DNS).

· The Intra-Site Automatic Tunnel Addressing Protocol (ISATAP).

· Native IPv6.
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Figure 2: Internal IPv6 Connectivity Options for DirectAccess

Native IPv6 traffic from DirectAccess clients can be processed by an IPv6/IPv4DNS and IPv6/IPv4NAT to provide access to IPv4-only hosts. The IPv6/IPv4DNS and IPv6/IPv4NAT may be a separate appliance or an additional software component added to the DirectAccess server. For example, the Microsoft Forefront™ Unified Access Gateway could be installed on the DirectAccess server, which includes both an IPv6/IPv4DNS and an IPv6/IPv4NAT.

You can configure the DirectAccess server as an ISATAP router so that internal ISATAP-capable hosts can have tunneled IPv6 connectivity across an IPv4-only network. For large internal networks that also use native IPv6, you should establish ISATAP routers separate from the DirectAccess server for better performance.

Table 2 shows the list of systems currently tested for interoperability with a DirectAccess client. Windows Vista and later systems support native IPv6, ISATAP, and IPsec connectivity. All other hosts should be supported by using IPv4 access provided by an IPv6/IPv4NAT until IPv6-based methods are tested for them.

Table 2: Operating System Compatibility with DirectAccess Connection Models

	Internal host type
	IPv4-based access (no IPv6, no IPsec) (1)
	Native IPv6 used by internal host (2)
	ISATAP IPv6 used by internal host (3)
	IPv6 end-to-end IPsec (4)

	Windows 2000 SP4
	Yes
	
	
	

	Windows XP SP3
	Yes
	
	
	

	Windows Server 2003 SP2
	Yes
	
	
	

	Windows Vista
	Yes
	Yes
	Yes
	Yes

	Windows Server 2008 
	Yes
	Yes
	Yes
	Yes

	Windows 7, Windows Server 2008 R2
	Yes
	Yes
	Yes
	Yes

	Red Hat Enterprise Linux, Fedora 5.4
	Yes
	Yes
	
	

	Mac OSX 10.5.7
	Yes
	Yes
	
	

	Novell Open SUSE Linux 11 (2.6.25-18)
	Yes
	Yes
	
	

	Other OS versions and host systems
	Yes
	
	
	


(1) An IPv6/IPv4 translator such as DNS64 and NAT64 is required.

(2) Most operating system releases in the last five years have some degree of support for IPv6. However, this table shows Yes for releases that Microsoft has tested. Earlier and later releases and versions may also be supported.

(3) Currently, most non-Windows-based systems do not provide ISATAP. See “ISATAP” later in this paper.

(4) See “Supporting IPv6 IPsec End to End” later in this paper for non-Windows-based system details.
IPv6/IPv4NAT and IPv6/IPv4DNS

An IPv6/IPv4 translation solution typically uses two components:

· An IPv6/IPv4 network protocol translation service (IPv6/IPv4NAT), which provides the IPv6-to-IPv4 and IPv4-to-IPv6 address translation of data packets.

· An IPv6/IPv4 DNS translation service (IPv6/IPv4DNS), which provides specialized translation of addresses within DNS protocol messages.

To access IPv4-only internal resources, a DirectAccess solution requires a compatible IPv6/IPv4DNS to be integrated with, or configured to support, an IPv6/IPv4NAT. An initial standard for IPv6/IPv4NAT and IPv6/IPv4DNS was the Internet Engineering Task Force (IETF, RFC 2677 (NAT-PT and DNS-ALG)), which was deprecated. The NAT64 and DNS64 draft specifications provide a replacement for this standard. Products that support the new IETF DNS64 specification or similar behavior are more likely to provide a compatible IPv4/IPv6DNS translation service for DirectAccess. Testing will be required to confirm whether DNS-ALG and DNS64 products support proper translation of DirectAccess client name queries, Active Directory–authenticated DNS updates, and service location (SRV) resource records.

The Forefront Unified Access Gateway server provides a DirectAccess server role (UAG-DirectAccess), which contains a compatible DNS64 and NAT64 implementation.

There are limitations to IPv6/IPv4NAT. In addition to cost and complexity, IPv6/IPv4NAT introduces a performance bottleneck and a failure point into the architecture. IPv6/IPv4NAT and IPv6/IPv4DNS services will require load balancing and high availability to compensate, which may be difficult to find in commercial products. Some IPv6/IPv4NAT implementations—for example, the NAT64 implementation in the Forefront Unified Access Gateway DirectAccess server—only support the ability to connect inbound from DirectAccess clients to IPv4-only internal hosts. Therefore, internal hosts that need to connect outbound to DirectAccess clients should be expected to use either ISATAP or native IPv6.

Supporting Internal IPv6 Communications 

Microsoft recommends that IPv6 be enabled on internal hosts that DirectAccess clients access. However, adding an IPv6 address on a host and in DNS may cause other internal IPv6-capable hosts to prefer to use IPv6-based connections. This may affect network traffic management tools and inspection systems. In addition, some applications and services installed on an IPv6-capable host may not support receiving or making connections by using the IPv6 address. IPv6 compatibility testing may be needed for internal resources that DirectAccess clients access.
Native IPv6/Dual Stack

Dual stack means that a host or network supports both IPv4 and IPv6 in parallel. ISATAP is available to tunnel IPv6 over IPv4 networks, so IPv4-only networks do not have to change to support DirectAccess.
Native IPv6 refers to the capability of the network to provide addressing and routing for IPv6 traffic. Native IPv6 addressing may be provided by static configuration, or DHCPv6 or IPv6 stateless address autoconfiguration (Stateless Address Autoconfiguration (SLAAC), RFC4862). Many existing network devices and operating system products already support native IPv6, but have it disabled.

The IPv6 Ready Phase 2 Logo List and the U.S. DoD Unified Capabilities (UC) Approved Products List (APL) provide a starting point to find versions of products that support native IPv6. However, these programs do not currently test ISATAP or test whether all network services and applications that are contained in the product also support IPv6. Generally, it is advisable that you test application software to ensure that it is IP-protocol version agnostic before enabling IPv6 on internal hosts.

ISATAP

ISATAP is an IPv6 transition mechanism that enables limited deployments of IPv6 inside an IPv4-only network. See the “Intra-site Automatic Tunnel Addressing Protocol Deployment Guide” and the “Cisco IOS 12.4 ISATAP Router Configuration Guide” for more information about ISATAP and how it works.

Although Windows Server 2003 supports ISATAP routers, improvements in Windows Server 2008 and Windows Server 2008 R2 make them a better choice as an ISATAP router. The DirectAccess server can be an ISATAP router so that a separate ISATAP router is not required for initial DirectAccess deployment.

For DirectAccess, Microsoft supports the use of ISATAP on the intranet for Windows Vista, Windows Server 2008, Windows 7, and Windows Server 2008 R2. All other Windows platforms must remain IPv4-only and be accessed through IPv6/IPv4NAT. ISATAP deployment plans need to include testing to confirm that applications can use the IPv6 ISATAP addresses.

Few, if any, non-Windows-based host platforms support ISATAP at this time. Patent claims on ISATAP technology were made earlier, but then clarified so that noncommercial systems could support it. It was included in the open source KAME IPv6 release in December 2005 before the project was shut down in March 2006. However, each open source product decides what to port from the KAME IPv6 release. 
Currently, ISATAP is not provided in NetBSD 5.0, OpenBSD 4.5, FreeBSD 7.2, RHEL 5.3, SLES 11, or Mac OS-X 10.6. The Linux kernel 2.6.25 provides support for ISATAP. However, the following Web site provides an add-on ISATAP module to fix known problems: http://www.saschahlusiak.de/linux/isatap.htm.

Accessing Resources Behind Internal Load Balancers

The DirectAccess architecture can support load balancers on internal networks if the traffic arriving to them appears as IPv4 or if the load balancer supports IPv6.

When a DirectAccess solution provides an IPv6/IPv4DNS and IPv6/IPv4NAT, internal DNS is configured to provide only IPv4 addresses for names of sites that sit behind load balancers. DirectAccess clients will resolve these site names to IPv6/IPv4NAT IPv6 addresses so that the traffic to these sites will be translated into IPv4.

When you use ISATAP for internal IPv6 connectivity, the servers behind load balancers should have ISATAP disabled until testing can confirm whether the load balancer can support proper load balancing of ISATAP-encapsulated traffic.

When native IPv6 is used for internal IPv6 connectivity, the load balancer may need software or hardware upgrades to a version that supports load balancing for IPv6 traffic. Currently, a limited number of vendor products support native IPv6, such as F5 Networks BIG-IP, Citrix Netscaler, and A10 Networks AX Series.

Supporting IPv6 IPsec End to End

End-to-end IPsec uses IPsec in transport mode, not tunnel mode. The DirectAccess administrator can design and customize IPsec transport mode policy for the DirectAccess client and internal hosts. By default, IPsec transport mode is required to flow inside the IPsec tunnels with the DirectAccess server, like non-IPsec traffic. To avoid the CPU cost of encrypting and decrypting DirectAccess client traffic in the DirectAccess server, IPsec-encrypted transport mode can be allowed outside the IPsec tunnels to the DirectAccess server (IPsec tunnel bypass).

The section “Integrating Identity Systems for DirectAccess,” earlier in this paper, explains the protocols that Windows 7 supports to negotiate and authenticate IPsec transport mode. Internal hosts enforce access control first by using their IPv6 IPsec policy and host firewall configuration, and then by permissions used in upper-layer protocols and services. Host-based firewall, IPsec policy, and IPsec negotiation protocol capabilities are different across different versions of operating systems, so you should carefully assess the security of the host configuration before allowing IPv6 IPsec transport mode connections to bypass the DirectAccess server.

IPv6 IPsec Using Windows Vista and Later Platforms

Only Windows Vista and later platforms support IPsec for IPv6. The Group Policy settings for Windows Firewall with Advanced Security provide IPsec policy using “connection security rules” and “inbound traffic filtering rules.” An inbound traffic filtering rule can be specific to an application, service, port range, or address range. To require IPsec, the inbound traffic filtering rule is configured to “allow only if secure” and provides optional settings to specify which computer and user security groups are authorized. AuthIP is used to negotiate IPsec policy and to authenticate both the computer and the user.

Recall that smart card enforcement methods require initial access to the domain controller for a user smart card domain login with Kerberos. Thus, the domain controllers cannot require a user smart card for IPsec-level authentication. IPsec-level authentication to the domain controllers can use computer certificates or the domain computer account. If required, the domain controller configuration can still require smart cards for joining a computer to the domain, for a user domain login, and for other smart card–enabled services above the IPsec layer. For other domain member hosts running Windows Vista and later, you can enforce smart cards for IPsec transport mode access by using either “This Organization Certificate” or AMA domain security groups.

Both the IPsec connection security rules and the inbound filter rules for Windows Firewall with Advanced Security can be scoped to apply only to the source IPv6 address ranges used by DirectAccess clients to avoid impacting access from other hosts on the internal network. The Group Policy “Access This Computer From Network” (ATCFN) right is not recommended for use with Selected Server or End-to-End Access models because restrictions cannot be scoped to apply only to DirectAccess clients. If full server isolation or domain isolation is needed to protect an internal host from other internal hosts in addition to DirectAccess clients, you can use either the ATCFN right or the Windows Firewall rules. For details about how to use IPsec authentication to control access to Windows hosts, see the “Windows Firewall with Advanced Security Deployment Guide.”

IPv6 IPsec for Non-Windows-Based Platforms

DirectAccess clients support IPv6 IKEv1 to negotiate IPsec end-to-end transport mode connections with non-Windows-based platforms on internal networks. IKEv1 certificate authentication should be used because preshared key authentication is not recommended for production use.

Many non-Windows-based operating systems support IPsec and IKEv1 for IPv6. For the open source community, the KAME project provided an open source implementation of IPv6 IPsec and of IKEv1 called Racoon, primarily for BSD Unix distributions. Two other popular open source implementations of IPv6 IPsec for Linux distributions are Openswan and strongSwan. A version of the OpenSSL package usually provides certificate processing in open source platforms. Open source products vary in terms of which packages they include, the version of the package included, and the specific features and scenarios supported for that package version.

Current IPsec tests that the IPv6 Ready logo program, the U.S. DoD Unified Capabilities Requirements testing program, and the U.S. NIST IPv6 testing program use are basic, use preshared keys, and do not exercise full application scenarios with IPsec-protected traffic. To date, IPsec interoperability has required vendors to test together in real deployment scenarios. Microsoft has been working with owners of these packages and other commercial IPsec implementations to achieve interoperability for DirectAccess scenarios. To centrally manage IPsec and certificates in non-Windows-based platforms, it is recommended that you investigate options that Microsoft Active Directory partners provide.
Integrating Internal Infrastructure Servers

You can access internal infrastructure servers by using the IPv6 IPsec infrastructure tunnel, the IPv6 IPsec transport mode, or both. These servers should support IPv6 connectivity so that IPv6/IPv4NAT translation is not required. But IPv4-only servers are supported by using IPv6/IPv4DNS and IPv6/IPv4NAT.

DNS Servers

No changes are required to internal DNS naming or DNS servers to support DirectAccess in a remote access–only model. If your internal DNS solution does not support IPv6 records, you may still use your existing DNS and use the IPv6/IPv4DNS to provide translated IPv6 addresses for IPv6/IPv4NAT. In this case, all of the DirectAccess client traffic will require translation into IPv4 through the IPv6/IPv4DNS and the IPv6/IPv4NAT.

When internal IPv6 addressing is provided by using ISATAP or native IPv6, internal DNS must support IPv6 addresses in host and SRV record types. Windows Server 2003 and later support IPv6 DNS records.

Internal DNS must contain both the IPv4 and IPv6 addresses of internal dual-stack hosts. Note that ISATAP and SLAAC enable a host to dynamically generate an IPv6 address without using Dynamic Host Configuration Protocol (DHCP). These hosts should have the ability to update DNS dynamically with their generated IPv6 address. For a DNS that is integrated with Active Directory, Windows hosts can use IPv4-based authenticated dynamic DNS to update both their IPv4 A host records and IPv6 AAAA host records. If you use a non-Active Directory integrated DNS, changes in the internal DNS management system may be required to support IPv6 addressing on the host. For example, a DHCPv6 server may be required to update internal DNS on behalf of the DHCPv6 clients. In that case, only DHCPv6 will be used to provide internal native IPv6, not ISATAP or SLAAC addressing.
Windows Domain Controllers

DirectAccess requires at least one domain controller in each domain to be Windows Server 2008 Service Pack 2 (SP2) or Windows Server 2008 R2. These platforms provide both IPv4-based and IPv6-based access to DNS and Active Directory services. You must update Windows Server 2003 domain controllers to the latest service pack. Note that Windows Server 2003 domain controllers must not have an IPv6 address configured on any network interface. These domain controllers must remain IPv4-only servers. See the “DirectAccess Design Guide” for more information.

Management Servers

Servers providing DirectAccess client configuration, update management, application distribution, inventory services, and remote troubleshooting access are typically “pull” services—that is, the clients make outbound connections to “request” these services. Consequently, these services should continue to work as currently deployed because the DirectAccess client accesses them by first initiating IPsec “infrastructure” tunnels to the DirectAccess server. This includes services that remain IPv4-only because they can be accessed through the IPv6/IPv4NAT. However, IPv4-only management services that connect to clients in a “probe” or in a “push” mode will not be able to connect to DirectAccess clients by using only address scanning. These services must be designed so that they discover the client IPv6 address first before attempting to connect to the client. Where you use a DNS that is integrated with Active Directory, DirectAccess clients will be able to dynamically update internal DNS with their current remote IPv6 address. IPv6 address scanning techniques are reviewed in RFC5157, “IPv6 Implications for Network Scanning.”
Summary and Next Steps

DirectAccess is an integrated part of the Windows 7 Enterprise, Windows 7 Ultimate, and Windows Server 2008 R2 operating systems. A DirectAccess solution provides a secure, flexible architecture for enhanced remote access and transition to IPv6. It is designed to be compatible with most existing Internet, perimeter, and intranet environments by using IPv6-inside-IPv4 tunneling and IPv6-to-IPv4 translation where necessary. A DirectAccess solution may require IPv6/IPv4DNS and IPv6/IPv4NAT at the network perimeter to provide access to existing IPv4-only internal hosts. New IETF specifications for DNS64 and NAT64 should provide IPv6/IPv4DNS and IPv6/IPv4NAT products that are compatible with DirectAccess. The Forefront Unified Access Gateway DirectAccess server provides a comprehensive DirectAccess solution, with a compatible IPv6/IPv4DNS and IPv6/IPv4NAT, network load balancing, and high availability.

Only Windows Vista and later Windows releases are recommended as IPv6-capable hosts on internal networks. It is highly recommended that non-Windows-based, IPv6-capable hosts be tested to confirm IPv6 application compatibility and interoperable IPsec support.

Next Steps

Microsoft has already adopted DirectAccess as part of its long-term remote access strategy. Interested parties should take the following actions to further evaluate the benefits of DirectAccess for their organization:

1. Explore the many other benefits of Windows 7 and Windows Server 2008 R2.

2. Evaluate a DirectAccess solution by using the free evaluation version of Forefront Unified Access Gateway DirectAccess or by taking advantage of online demonstrations and labs available at http://www.directaccess.com.

3. Obtain the latest information and more detailed guides at the Microsoft TechNet DirectAccess site.

4. Prepare for IPv6 adoption on internal networks with the Microsoft TechNet IPv6 Technology Center.

5. Plan IT staff training for IPv6 and IPsec by using knowledgeable providers.

6. Plan to develop and require software that is IP-protocol version agnostic.
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